
  

 
Secured a defense establishment by setting a 

“Golden Configuration” for all networking 
equipment  

  

Highlights 

• DCM has been executing 

and managing IBM 

Netcool /Omnibus and 

other IBM ITSM tools for 

almost a decade. 

• Most of the complex IBM 

ITSM installations in India 

have been executed by 

DCM 

• DCM has access to the 

latest IBM software in its 

competency center. All 

implementations are 

pretested in the center 

before project start at 

site. 

• DCM has 2 NOCs from 

which they provide 

support to customers in 

India, USA, UAE etc. 

• NOCs capable of 

supporting Mode 

1/Steady State operations 

and Mode 2/Agile 

operations, DevOps, 

Kubernetics etc. 

 

 

 

 

 

 

 

 

 

The Client: 

The customer is a defense organization which has more than 50 primary 
locations across the country.  They wanted to set-up a command control 
center to ensure there was complete coordination between all the primary 
locations and the IT environment was made more secure. 
 
The customer had network equipment from multiple vendors across 
multiple generations from the year 2000. The customer wanted to set up a 
golden configuration which could not be tampered with at the field level 
so that any kind of sabotage could be avoided. 
 
To achieve this objective, they procured the IBM Netcool family of 
products from the IBM ITSM stack. 

Challenges: 

1. To be able to setup a golden configuration, all devices needed to be 
on a standard communication protocol. There were products which 
had been procured in the early years of the present century, they 
did not have standard communication protocols. 

2. IBM TNCM has very few installs worldwide, so there not many 
experienced TNCM resources globally who can be sourced. 

3. While IBM TNCM has connectors with present generation 
networking equipment from the popular vendors like Cisco, Juniper 
etc., it did not have connectors for old equipment like IPS, DSLAMs 
etc. 

4. The customer wanted the implementation of the TNCM to be done 
in a High Availability setup so that there was no chance of failure or 
sabotage. 

5. The setup had to ensure all the security policies could be 
implemented via the system 
 

 



 

 

 

Contact Us: 

India: 

316, Udyog Vihar, 
Phase-II, 
Gurgaon- 126016 

 
USA: 

39159 Paseo Padre Pkwy 
Suite 303, Fremont, 
CA 94538 
 

Email us: 

sales@dcminfotech.com 

Visit us:            
www.dcminfotech.com 
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Suggested Solution: 

DCM has an extremely strong practice across the IBM Netcool family of 

products. We have a history of writing device drivers in the network space. 

We had IPs on all the major networking protocols - from X.25 to Wi-Fi to 

WiMax, USB2.0 and Bluetooth. 

As mentioned above there were devices which did not support standard 

communication protocols.  Using our experience of writing device drivers 

and networking protocols we were able to figure out two way 

communications with the old DSLAMs, IPS, using MIBs being sent by these 

devices. 

This helped in being able to get the 6000 older generation devices to 

communicate with the central TNCM console. 

It was a complex project because of the variety of network devices from 

routers and switches to DSLMs etc. which needed to communicate via a 

single user console at the central location. The NCCM helped in being able 

to configure a golden rule for the devices and then build the workflow in 

case someone tries to tamper without a proper change approval. 

The Benefits: 

1. The customer has now got a secure “golden rule” based system for 

all their network devices and has a complete view across all 

locations in the country and across all network products of all 

generations. 

2. The customer now has automated compliance checks for daily, 

weekly and monthly compliances. 

3. The environment is now so secure so that no one can override the 

configuration at the field level and all changes are time stamped 

along with the complete change management process 

implemented. 
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